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INFOSYS DATA SECURITY AND COMPLIANCE COVERAGE FOR PAYROLL

Protecting data end-to-end

In today’s digital world, data security is
paramount, especially in payroll processing,
which involves handling sensitive employee
information. With the increasing number

of cyberattacks globally, businesses need

to take steps to protect their data from
unauthorized access, use, disclosure, and
many more potential risks and threats.

At Infosys BPM, our data security and
compliance coverage can help you protect

your data from a variety of threats, including:

Ransomware attacks Data breaches Phishing attacks Social engineering attacks

Our Offerings

We offer a variety of GDPR-compliant coverage options to meet the specific needs of businesses of all sizes.

GDPR’s Key Provisions
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Consent of A legitimate Customers'right to Notify customers A data protection
customers to process reason to hold data be forgotten (or have after a data breach officer to oversee
their data on their customers

their data destroyed) - GDPR compliance



The Infosys Data Security and Compliance Coverage
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1. Access Control

o Driven by GDPR-compliant
policies

o Payroll application with
field-level access control

o Workflow for GDPR-
compliant approvals

o Audit trail data for GDPR
audits

2. Information Loss
Monitoring System:
o Protection from data loss,
corruption, and exfiltration
o Automatic discovery,
classification, and tracking
of data
o Notification of data breaches
to supervisory authorities

@

3. Compliance Tracking
System:

o Compliance auditing, file
activity controls, and data
movement scanning

o Monthly data privacy and
protection checks by
delivery teams and risk and
compliance team
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4. Records of Processing: 5. Audit:
o Document with inventory o Contractual audits as per
and analysis purposes, agreed terms
identifying actors involved o Internal audits every 6
in data processing months by Corporate
Certifications, Audits
and Assessment Team :
o Client-driven audits with :
full support E
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Compliance with International Standards & Regulatory Requirements

We are constantly evaluating and improving our compliance practices to ensure that we are meeting the ever-changing demands of the

regulatory environment. Here are some of the standards and regulations we comply with:

OWASP ASVS 3.0, to
protect against
cybersecurity risks

GDPR, to avoid fines
of up to EUR 250,000
for each occurrence
of mishandling
personal data of EU
citizens

Cybersecurity Solutions

1SO 20000, to meet
the international
service
management
standards

ISO 27001, to
ensure the security
of our systems

SOC 1, to have
external auditors

confirm the

SOC 2, to ensure
the protection of
our data

reliability of our

financial data

We also offer a comprehensive suite of cybersecurity solutions, including network segmentation services to improve network performance

and security:

Proactive
Monitoring
through Cyber
Defense Center

Cyber
Resiliency
Programs

Endpoint &
Network EDR

NGIPS, NGFW

&DLP
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Cyber Security

Continuous
Vulnerability
Management

Attack Surface
Monitoring

Deployed by
Design

Dynamic
Network
Assignments
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Next Gen Antivirus Software

Secure Web Gateway as

Continuous Vulnerability Management DN
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Forensics
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Analytics Analytics : Management

MOBILE DEVICE
MANAGEMENT

DETECTION &

RESPONSE .%} : o
Automated Integrated Management

& Manual Threat Geofencing
Response Intelligence
Device
Onboarding

Audit and Security
Reports Management

Location
History
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Data Collection

EDR solution for Advanced Threats Centralized MDM & Device Control

Contact us today to learn more about our data security and compliance coverage and how we can help you protect your data.
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