CASE STUDY

HAGKING AWAY AT Al ETHIGALLY

Abstract

When Betty Parman, Senior Manager for Al Security and Governance
at a global manufacturer of high-tech electronic devices, wanted to
improve the security posture of its Al systems, she partnered with
Infosys Responsible Al Office and Infosys BPM’s specialist expertise.
This case details how Infosys BPM's automated and manual red
teaming exercises successfully identified and mitigated over 4,200
vulnerabilities, thus strengthening the systems’ overall resilience.
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Putting on the red team hats

Prakash, along with the Responsible

Al Team, soon began their tenacious
endeavours to breach the organization’s
cybersecurity defences.

First, they performed an initial assessment
of the Al system architecture and its risk
vectors. Then they curated a dataset of
60,000 prompts across 9 taxonomies

and sourced over 40 prompt techniques
to combine with the attack payloads.
Then after fine-tuning an end-to-end
production pipeline for the automated
attack and response evaluation, they
researched and mapped the prompts to
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proprietary taxonomy techniques. And
soon, the automated attack simulations

were underway.

Next up were the manual red teaming
exercises in which Prakash and his team
conducted rigorous testing and evaluation
for every part of the system, exploring

and utilizing over 16 distinct attack
strategies. The team also conducted image
guardrail testing, curating datasets of safe
and unsafe images, developing a proof-
of-concept, as well as a preprocessing

pipeline for multimodal evaluation.

Everyone wins when the red team wins

When Betty sat down to review the
outcomes of the red teaming exercises,
she was completely satisfied. Prakash’s
team had successfully navigated the
scale and diversity of the company’s Al

system, identifying its gaps and model
vulnerabilities, integrating automated and
manual testing pipelines, and ensuring
comprehensive coverage of attack vectors.
They had also mitigated potential risks

Throughout the red teaming assessments,
Prakash undertook all the needed steps
to eliminate any potential disruption to
the company’s regular operations. He
used a phased implementation approach,
kept all the stakeholders engaged
through transparent communications,
and provided comprehensive reporting.
Later, he also directed his security

experts to provide remediation of the
identified vulnerabilities and continuous
improvement of the Al system’s security
controls.

such as missed vulnerabilities or delayed

remediation through iterative testing and
stakeholder collaboration.
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Key benefits

=

& Mitigated 4200+ Al vulnerabilities

(~70 per 1K prompts)

N Uncovered 210 high risk issues via 16+
manual attack methods complementing
automation (~66% discovery rate)

EB Delivered 10+ stakeholder reports with
=0 risks and remediation insights

' & Built a repeatable Al risk framework
. A || combining automation, red teaming,

and image guardrails

In all, Prakash’s automated red teaming
assessments delivered valuable insights
through over 10 detailed reports for
stakeholders, explaining attack success
rates and metrics for 60,000 prompt
attacks. The Responsible Al team
successfully identified and mitigated over
4,200 vulnerabilities, strengthening the
system’s overall resilience. Moreover, their
manual red testing further uncovered and

Executed 60,000+ prompt attacks
across 9 risk areas using 40+ techniques

P

documented 210 unique vulnerabilities

out of 320 attack attempts, providing even
more actionable insights for remediation.
The team’s efforts had also improved the
organization’s prompt-response evaluation
accuracy across multiple models and
prompt types.

Thus, Betty's proactive initiative gave the
company critical insights into potential
vulnerabilities in its Al systems before

*Names have been altered to preserve the identities of the people involved.

For more information, contact infosysbpm@infosys.com

they could be exploited. As Prakash’s

team worked on mitigating these risks,
they ensured robust Al security and
compliance. The improved risk posture,
over time, led to greater stakeholder
confidence, through strengthening trust
in Al deployments, reducing the likelihood
of regulatory breaches, and positioning
the organization as a leader in secure Al
adoption.
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